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Proposal for Object Plan
1. The Business Case for Identity 

 DOCPROPERTY  Subject  \* MERGEFORMAT Object 
There is a fundamental requirement to be able to share identity information both within and across ZIS zones both intra and inter-jurisdictionally.

The Identity Object will support such concepts as:

· Single sign on; and

· Password synchronisation

Implementation of an Identity object within a SIF AU Data Model will leverage Enterprise Identity Management platforms which contain organisational identity information;
· Single ‘authoritative’ source or organisational data

· users, passwords, groups, roles, OU structure

· centralisation of business rules
The requirement to transfer such data from an Enterprise Identity Management platform to proprietary education system was demonstrated in the SIF AU phase 1 Pilot 1.1.  The gap in the data model was overcome by using *Personal objects and adding extended elements.  It is the need highlighted in this pilot as well as the proposal of other Phase 2 pilots that has led to this Object Plan.
The Identity object in this proposal will be used by two Phase 2 pilots.  Any learnings from these two pilots will inform the business case for any amendments to this object in future SIF Implementation (Australia) releases.
	Expected Business Outcomes

	End to End Goal


	To allow a person’s identity to be shared between systems and to link multiple ‘person’s.

	Input “Choreography” Expectations


	Personal objects, including multiple *Personal objects equivalent to the same identity are published from one or more systems.

	Output “Choreography” Expectations


	*Personal objects representing the same person are linked via the Identity Object.  Identity Objects are published to one or more zones (including other jurisdictions).

	Measure of success


	As a person may exist have a different role within different systems (or even within the same system), it is necessary to be able to link all of their *Personal objects together with the same Identity.


2. Time Line

This is planned for SIF Implementation Specification (Australia) 1.0
3. Business Sponsor/Approvals
SIF AU Data Standards Working Group 
4. Steps to achieve use case

Case#1: Transferring Identity – New Person
Transferring Identity – New Person
	Step
	Action
	Response
	Details

	1
	Student enrols in a school 
	The Student Management System’s agent publishes a new StudentPersonal object (and others)
	One of the subscribing systems will be the Identity Management System as well as others including Content Management applications and Learning Platforms.

	2
	StudentPersonal is consumed by the Identity Management System and others.
	Identity Management System publishes the Identity Object including the student’s credentitals.
	Identity Management systems looks for this person, if not found in the enterprise, the system generates an Enterprise unique Identifier otherwise the student role is associated with the Unique Identifier.

	3
	Identity Object is consumed by receiving systems.
	Subscribing systems are able to associate the previously published *Personal object with the Identity. 
	


Case#2: Transferring Identity – Known Person
Transferring Identity – Known Person

	Step
	Action
	Response
	Details

	1
	Staff member joins a school 
	The Student Management System’s agent publishes a new StaffPerrsonal object (and others)
	One of the subscribing systems will be the Identity Management System as well as others including, Content Management applications and Learning Platforms.

	2
	StaffPersonal is consumed by the Identity Management System and others.
	Identity Management System publishes the Identity Object including the staff member’s credentials.
	Identity Management system looks for this person, if found in the enterprise (eg. Parent of a current student which means a SudentContactPersonal object has previously been published), the system finds the enterprise unique identifier and publishes the Identity Object with the StaffRefId and the global identifier.

	3
	Identity Object is consumed by receiving systems.
	Subscribing systems are able to associate the previously published *Personal object with the Identity. 
	


5. Proposed new Data Objects (or changes)
The proposed object is the: Identity 
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6. Glossary of Terms used in Object Definitions
Objects are defined using the following properties:

	Property
	Definition

	Attr 
	@ indicator to identify the item in the next column is an Attribute of the Object/Element or an Element in its own right.

	Name
	the name of the attribute or the element

	Char
	SIF Objects Characteristics, one of:

M = Mandatory

R = Repeatable

O = Optional

C = Conditional

MR = Mandatory Repeatable

OR = Optional Repeatable

CR = Conditional Repeatable



	Description
	description of the attribute or element

	Type
	Defined Type (CE) 
	Common Element defined in SIF US 2.2/3

	
	Defined Type (CE - AU)
	Common Element modified/defined for SIF-AU

 – See Common Element SIF-AU Document

	
	Defined Type (CS)
	Code Set defined in SIF US 2.2/3

	
	Defined Type (CS -AU)
	Code Set defined modified/defined for SIF-AU

 – See Code Set SIF-AU Document

	
	Defined Type (CT)
	Type and Common Type defined in SIF US 2.2/3

	
	Defined Type (CT-AU)
	Type modified/defined for SIF-AU

 – See Types SIF-AU Document

	
	Defined Type (E –AU)
	Element defined in SIF AU Spec

	
	xs:<name>
	XML Base Type

	
	Container
	Container Element


Object Plan

7. Object Dependencies and Relation Map
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StaffPersonal

StudentContactPersonal

Identity


It is possible for any one person to potentially be a Student, Staff member and/or a parent (StudentContactPersonal) in one or more zones.  Therefore any one person can have several ‘Identities’ or roles within one or many zones.

If there exists a Global Identity for a person within a learning space then an Identity Management System which subscribes to *Personal objects, will be able to publish an Identity Object for each instance of a Personal object with the person’s global Identifier/GUID.  Thereby associating different *Personal objects with a unique identity.
8. Proposed changes to Existing Objects

n/a
9. Proposed Changes to SIF Infrastructure

n/a
Object Definitions
10. Object Definition Identity
10.1
Overview

It is possible for any one person to potentially be a Student, Staff member and/or a parent (StudentContactPersonal) in one or more zones.  Therefore any one person can have several ‘Identities’ or roles within one or many zones.

If there exists a Global Identitifier for a person within a learning space, then an Identity Management System which subscribes to *Personal objects, will be able to publish an Identity Object for each instance of a Personal object with the person’s global Identifier/GUID. Thereby associating different *Personal objects with a unique identity.
10.2 Data Object Definition
This object allows a system that stores network identities and/or passwords to share them with other applications through SIF. The provider of the Identity object may only support providing an identity or a password, or it may support both. 

SIF Events are reported for this object.

	Attr
	Name
	Char
	Description
	Type

	@
[image: image3.png]



	RefId
	M
	The SIF RefId that uniquely identifies this object.

 
	RefIdType (CT)

	 
	SIF_RefId
	M
	The SIF RefId of a StudentPersonal, StaffPersonal, or StudentContactPersonal object.

 
	RefIdType (CT)

	@
	SIF_RefObject
	M
	The type of SIF object that the SIF_RefId attribute identifies.

 
	values:

StudentPersonal 

StaffPersonal 

StudentContactPersonal



	 
	AuthenticationSource
	M
	The type of source system that produced this Identityobject.

See implementation notes for provider requirements.

 
	values:

AUAccessShibboleth 

MSActiveDirectory 

NovellNDS 

OpenDirectory 

Other

	 
	IdentityAssertions
	O
	The list of identity assertions for this user.

 
	ActionList Key (IdentityAssertion/@SchemaName)

	 
	IdentityAssertions/IdentityAssertion
     
	MR
	The identification string for this user.

 
	xs:normalizedString

	@
	SchemaName
	M
	The name of the field.

Examples
eduPersonPrincipalName
sAmAccountName
	xs:normalizedString

	 
	PasswordList
	O
	Allows a provider or publisher to specify the same password using multiple algorithms, if supported.

 
	List

	 
	PasswordList/Password
	MR
	A representation of the user's password using the given algorithm.

 
	xs:base64Binary

	@
	Algorithm
	M
	The method used to encrypt the user's password. See the implementation details below.

 
	values:

MD5 

SHA1 

DES 

TripleDES 

RC2 

AES
RSA

	@
	KeyName
	M
	The name of the key to be used for decryption of the password. Left blank for hash algorithms (MD5 and SHA1).

 
	xs:normalizedString

	 
	AuthenticationSourceGlobalUID
	O
	The globally unique person identifier that links together separate Identity objects which reference the same Person.
	xs:normalizedString

	 
	SIF_Metadata
	O
	 
	SIF_Metadata

	 
	SIF_ExtendedElements
	O
	 
	SIF_ExtendedElements


10.3
Example XML

Identity published by an Access Federation Shibboleth Provider

<Identity RefId="4286194F43ED43C18EE2F0A27C4BEF86">

  <SIF_RefId SIF_RefObject="StudentPersonal">23B08571E4D645C3B82A3E52E5349925</SIF_RefId>

  <AuthenticationSource>AUAccessShibboleth</AuthenticationSource>

  <IdentityAssertions>

    <IdentityAssertion SchemaName="eduPersonPrincipalName">
      john.doe@asdf.edu.au
    </IdentityAssertion>

  </IdentityAssertions>

  <AuthenticationSourceGlobalUID>
    A9A6CB2BC49344278C1FD6587D448B35
  </AuthenticationSourceGlobalUID>

</Identity>

Identity published by Microsoft Active Directory

<Identity RefId="4286194F43ED43C18EE2F0A27C4BEF86">

  <SIF_RefId SIF_RefObject="StudentPersonal">23B08571E4D645C3B82A3E52E5349925</SIF_RefId>

  <AuthenticationSource>MSActiveDirectory</AuthenticationSource>

  <IdentityAssertions>

    <IdentityAssertion SchemaName="sAmAccountName">user01</IdentityAssertion>

    <IdentityAssertion SchemaName="userPrincipalName">
      user01@asdf.edu.au
    </IdentityAssertion>

    <IdentityAssertion SchemaName="distinguishedName">
      cn=User01,cn=Users,dc=org
    </IdentityAssertion>

  </IdentityAssertions>

  <AuthenticationSourceGlobalUID>
    A9A6CB2BC49344278C1FD6587D448B35
  </AuthenticationSourceGlobalUID>

</Identity>

10.4 
For discussion:

 .

Extra Issues & Items still being Discussed

It is anticipated that the Phase 2 pilot program will lead to a better understanding of how this object should be leveraged.

Changes and more use case discussion will be a flow on from these pilots.
Appendices

Appendix A – Powerpoint presented to SIF AU Data Standards Working Group
Double-click to play slideshow:
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Appendix B – Overview - Pilot 1.1 - TAS
Background and Context 

The Towards SIF AU project has completed the SIF AU Specification Release Candidate 1 (RC1) and this has been submitted to SIFA US. A Proof of Concept has been completed and federal funding has been obtained to continue the project with five Pilot Projects in parallel with the development of the Business Case for SIF in Australia. 
This project, which is based on a proposal submitted to the SIF AU team in February 2009 (See Appendix A), is an extension of Pilot Project 1 which seeks to develop confidence that the SIF AU Specification Object descriptions meet Australian Requirements, or to identify new requirements not yet included in the SIF AU Specification. 
Information derived from this project will be used to inform the SIF AU business case. 

Objectives of this Pilot

What problem is being solved?
This project will provide student identity information from a source system to a receiving system, ensuring the identities are synchronised whenever changes occur in the source system. 
The project is designed to demonstrate that this problem can be solved using SIF. 
What is the expected Outcome?
Student Login Id's are successfully synchronised between two databases. A case study and online project information will be developed in conjunction with SIF AU. Two agents would be created for TAS and made available for future use. A case study and online project information will be developed in conjunction with SIF AU.
How will the solution be approached?
Demonstration systems, data and agents, based on the production systems are to be used. Learning Edge (Equella) and Insight4 will be supported to take part in the pilot as well as developing SIF agents for the ILM Product (Insight4) and for the central database Content Management System (Equella). The NSIS pilot infrastructure ZIS (zone integration sever) will be used. 
Expected Business benefit
A SIF solution tested in the context of Tased infrastructure, building staff capability in interoperability and sharing of information about interoperability with other jurisdictions. 
The project may also provide a model for replacing current interoperability mechanisms. 
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		Transfer of Identity Data from Enterprise Identity Management platform to proprietary education system

		Student and Staff data to facilitate user access  

		Key Findings

		Requirement to use extended fields to transfer basic identity fields (username,  distinguished name)

		Inference of users & groups based on object type (StudentPersonal & StaffPersonal as “users”, SchoolInfo as “groupings”)











		Leverage Enterprise Identity Management platforms containing organisational identity

		Single ‘authoritive’ source or organisational data

		users, passwords, groups, roles, OU structure

		centralisation of business rules

		Support concepts such as;

		Single Sign On

		Password Synchronisation

		SIF AU - Share Identity data across ZIS zones, thus jurisdictions 









		Authentication

		Confirm unique identification of user

		Achieved by password challenge/single sign on integration

		Authorisation

		Establish a user’s rights and privileges

		 System dependant









		US

		‘Authentication’ object

		Supports multiple AuthenticationInfo children 

		UK

		‘Identity’ object

		More flexible, supports multiple separate ‘Identities’ per person, dynamic attributes 



		Both support password transfer

		Both lack Authorisation details – application groups, roles

		‘Broadcast’ of Identity to all subscribers by SIF Events;

		Sensitive Info, increases security exposure

		Unnecessary load on subscribers 









		Develop new ‘Identity’ object proposal for RC2

		Use UK ‘Identity’ as a baseline

		enhance as required

		Require stakeholder input to gather;

		use cases

		architecture requirements

		security implications
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Background from Pilot 1.1




Benefits




Scope of Identity




UK & US Models




Where to for ‘Identity’ ?







